Lab Exercise - 802.11

Objective
To explore the physical layer, link layer, and management functions of 802.11. It is widely used to wire-
less connect mobile devices to the Internet, and covered in §4.4 of your text. Review that section first.

Requirements

Wireshark: This lab uses the Wireshark software tool to capture and examine a packet trace. A packet
trace is a record of traffic at a location on the network, as if a snapshot was taken of all the bits that
passed across a particular wire. The packet trace records a timestamp for each packet, along with the
bits that make up the packet, from the lower-layer headers to the higher-layer contents. Wireshark runs
on most operating systems, including Windows, Mac and Linux. It provides a graphical Ul that shows the
sequence of packets and the meaning of the bits when interpreted as protocol headers and data. It col-
or-codes packets by their type, and has various ways to filter and analyze packets to let you investigate
the behavior of network protocols. Wireshark is widely used to troubleshoot networks. You can down-
load it from www.wireshark.org if it is not already installed on your computer. We highly recommend
that you watch the short, 5 minute video “Introduction to Wireshark” that is on the site.

Step 1: Fetch a Trace

We provide a trace that you can use by starting Wireshark and selecting Open from the File menu. On
Windows/Mac, you may locate the trace file and open it directly to launch Wireshark with the trace. You
can now proceed to Step 2; the rest of this section is informational.

Unlike for the other labs, it may be difficult to gather your own trace, for several reasons. The main issue
is that Windows lacks driver support to gather 802.11 frames for most wireless NICs. When we captured
traffic previously, the operating system made it appear to come via a wired Ethernet (even if it actually
came via a wireless network) and discarded any 802.11 frames without a higher layer data payload (such
as Acknowledgements). On some systems, typically Mac and Linuy, it is possible to tell the operating
system to gather 802.11 frames directly, without this conversion. This is called “Monitor mode”. If your
system supports it, then the Wireshark capture options for your wireless interface will allow you to se-
lect Monitor mode, and to set the format of captured traffic to “802.11 plus radiotap header” rather
than Ethernet. An example is shown below. If there is no way to select Monitor mode then your system
likely cannot capture 802.11.
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http://www.wireshark.org/�

8006 % Wireshark: Capture Options

[Capture
Interface: |enO ﬂ
IP address: fe80::129a:ddff:feac:6c26, 192.168.1.122
Link-layer header type: 802.11 plus radiotap header v | Buffer size:ll [:l megabyte(s)

0O Capture packets in promiscuous mode
E Capture packets in monitor mode

O Capture packets in pcap-ng format

O Limit each packet to I |?|bwes

il Capture Filter:l | j Compile BPF|

|rCapture File(s) Display Options

File: | ﬁrowse...l Update list of packets in real time

O Use multiple files
I—[—l- s = Automatic scrolling in live capture
| - [l Y Hide capture info dialog

[——[Tl Narne Resolution

Enable MAC name resolution

| Stop Capture ...

L aller I H 0O Enable network name resolution
O... after | 5] -
O ... after | ]| - Enable transport name resolution

@ x;ancel| @istart |

Figure 1: Capturing a wireless trace with Monitor mode (Mac)

A second difficulty is that when an interface captures wireless traffic in monitor mode, it is often not
available for regular use. This means that you need at least two computers: one computer to send test
traffic and a second monitor computer to capture a trace of wireless activity.

Finally, note that capturing a trace in monitor mode will record all wireless activity in the vicinity. Since
802.11 wireless devices are pervasive, it is likely that your trace will capture unwanted traffic from other
nearby computers. This behavior makes it difficult to cleanly observe your own traffic.

If you can handle these difficulties, you can gather your own wireless trace to do this lab.

Step 2: Inspect the Trace

To begin, we will take a look at the format of an 802.11 frame. There are many different kinds of 802.11
frames that will be captured in a trace; the Info field describes the type, such as Beacon, Data, and
Acknowledgement. We will inspect a Data frame, which carries packets across 802.11 networks.

Find a Data frame in the trace and select it. Wireshark will let us select a frame (from the top panel) and
view its protocol layers, in terms of both header fields (in the middle panel) and the bytes that make up
the frame (in the bottom panel). You can do this simply by scrolling down until you find one, or by click-
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ing on the Info column to sort by that key and then scrolling to the Data portion of the trace. We have
selected a Data frame in the figure below.

,

Eile Edit VMiew Go Capture Analyze 3tatistics Telephony Teols Internals Help
B EEXEE A+ T L /|EE QQal @M

Filter: |Z| Expression... Clear Apply

MNumber Time Source Destinaticn Protocol Length  Info

Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, sSN=2390, FN=0,
Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, sN=2391, FN=0,
Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, sSN=2392, FN=0,
Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, SN=2393, FN=0,
.228 (Cisco-Li_e3:e9:8F Broadcast 802.11 109 peacon frame, sN=2394, FN=0,
.331 Cisco-Li_e3:e9:8F Broadcast 802.11 109 peacon frame, sN=2395, FN=0,
.433 Cisco-Li_e3:e9:8F Broadcast 802.11 109 peacon frame, sN=2396, FN=0,
.510 Applecom_98:f0:6f Cisco-Li_e3:e9:8d BO2. 1539 pata, 5N=3126, FN=0, Flags=.
. 510 AppleCom_98:f0:6f BOZ. 39 Acknowledgement,
.536 Cisco-Li_e3:e9:8F Broadcast 802.11 109 Beacon frame, sSN=2397, FN=0
.566 Cisco-Li_e3:e9:8d aAppleCom_98:f0:6f 802.11 121 Data, SN=2398, FN=0, Flags=.
20 1.566 Cisco-Li_e3:e9:8f 802.11 39 Acknowledgement,

211.566 AppleCom_98:f0:6f Cisco-Li_e3:e9:8d 802.11 1539 Data, 5N=3127, FN=0, Flags=.
'y 1 |

# Frame 16: 1539 bytes on wire (12312 bits), 1539 bytes captured (12312 bits)
# Radiotap Header w0, Length 25
= IEEE B02.11 Data, Flags:
Type/Subtype: Data (0x20)
# Frame Control: O0x4108 (Normal)
puration: 44
B55 Id: Cisco-Li_e3:e9:8F (00:16:b6:e3:e9:8F)
Source address: AppleCom_98:f0:6f (00:17:f2:98:f0:6T)
pestination address: Cisco-Li_e3:e9:8d (00:16:b6:e3:e9:8d)
Fragment number: O
Sequence number: 3126
<Source or Destination address: AppleCom_98:f0:6f (00:17:f2:98:f0:6f)>
<5ource or Destination address: Cisco-Li_e3:e9:8d (00:16:b6:e3:e9:8d)>
# Frame check sequence: 0x09134343 [correct]
F WEP parameters
F Data (1478 bytes)

0010 16 6c 9e 09 80 04 bd a5 OO0 [LEPEERES TN -
WelvllcY 20 BT 00 17 T2 98 0 67 00 16 b6 e3 e9 8d 60
0030 [<& bC a5 B2 00 Of de 4c e9 e0 17 58 d5 99 aa e

0040 a2 ac 96 o4 d5 ac b4 12 08 23 ac Oe b6 ec 95 8Be
0050 cd 82 56 72 03 02 12 38 f9 29 o7 d3 f7 d9 6c 39
0060 ¢9 2f 07 94 fc f3 50 a6 76 a4 db 80 d5 b6 47 9a
0070 9e 5e 72 48 65 0 9f 1c 15 be 48 fc 90 5e e6
0080 34 41 ed e0 cf 3F 05 fc 19 a2z 21 60 1c 02
0090 02 6d 01 de 46 7cC 04 d7 b1 f0O 6a b3 4f 27

Af=n EQ A= ~7 ~7 FO ©1 Y= Ae Am 20 Oa a1 A 82

O IEEE 802.11 wireless LAM (wlan), 28 bytes Packets: 3731 Dis... | Profile: Default

Figure 2: Inspecting an 802.11 Data frame

Inspect the protocol layers recorded with the frame for these protocols. Look in the middle panel.

e Frame is a record added by Wireshark with information about the time and length of the frame;
it does not capture bits that were sent “over the air”.

e Radiotap is also a record created by Wireshark to capture physical layer parameters, such as the
strength of the signal and the modulation. Skip this record for now; we will investigate it later.
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e |EEE 802.11 is the bits of the 802.11 Data frame. This is the record we are looking for, and we
will go into its details shortly. It is selected and expanded in the figure so that you can see the in-
ternal fields (in the middle panel) and the portion of the frame it occupies (highlighted in the
lower panel, and identified at bottom as 28 bytes long).

e Datais a record containing the frame payload data, i.e., that has higher-layer protocols such as
LLC, IP packets, etc. Alternatively you may see the higher-layer protocols themselves.

If Wireshark can understand the contents of the Data frame payload then it will create protocol records
for them. However, in many wireless settings (such as the sample trace) the payload contents are en-
crypted and simply appear as one record. All frames are then listed as protocol 802.11, rather than
higher layer protocols such as TCP. It is possible to tell Wireshark the wireless network key and have it
decrypt the payloads. However, we will skip that step since our interest is the 802.11 headers.

Expand the IEEE 802.11 record of the Data frame and inspect the details of the various header fields. You
can expand this block using the “+” expander or icon; it is shown expanded in our figure. To inspect the
fields, you may compare them with Fig. 4-29. The fields in Wireshark are:

e Frame Control . It encodes the frame Type and Subtype, e.g., Data, as well as various flags. We
will look at these fields in more detail shortly.

e Duration. This field tells computers how much time is needed on the wireless medium for addi-
tional packets that are part of this exchange.

e BSS identifier, source address, and destination address, in an order that depends on the specifics
of the Data frame. These address fields identify who transmitted the packet and who should re-
ceive it. The BSS identifier is the address of the wireless access point.

e Fragment and sequence number. These fields number the frame for reassembly and retransmis-
sion, if needed. The sequence number is incremented with each new transmission.

e Frame check sequence. This is a CRC over the frame. It comes at the end (click it and you will see
its position in the frame) but is listed with the other 802.11 header fields for convenience.

e There may also be a WEP or WPA2 field with security parameters in the case that the frame pay-
load is encrypted. We are not delving into wireless security here, so you can ignore that field.

Finally, expand the Frame Control field and look at it in detail, including the Flags that you find within it.
All 802.11 frames begin with a Frame Control field, and the details of the subfields and flags determine
the format of the rest of the message; it may be like the Data frame we explored above or very different
such as an Ack frame we will look at later. The subfields are:

e Version, with a value of zero for the current version.

e Type and Subtype specify the type of frame, e.g., Data or Ack.

e To DS. This flag is set if the frame is sent from a computer to the wired network via the AP.

e From DS. This flag is set if the frame is sent from the wired network to a computer via the AP.
e More fragments. Set if there are more frames in this message.

e Retry. Set if the frame is a retransmission.

e Power management. Set if the sender will go into power-save sleep after transmission.

e More data. Set if the sender has more frames to send.

e Protected. Set if the frame is encrypted with WEP/WPA2.
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e Order. Set if the receiver must keep the frames in order.

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
S EEXRSE AT iRIEE Qaaabd @®
Filter: . Expression... Clear Apply

Numb = Time Source Destination Protocol Length Info =l
14 1.331 Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, SN=2395, FN:
15 1.433 Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, SN=2396, FN:
16 1.510 Applecom_98:f0:6f Cisco-Li_e3:e9:8d 802.11 1539 pata, SN=3126, FN=0, Flag:
17 1.510 Applecom_98:f0:6f 802.11 39 Acknowledgement, Flags=..
18 1.536 Cisco-Li_e3:e9:8f Broadcast 802.11 109 Beacon frame, SN=2397, FN:
19 1.566 Cisco-Li_e3:e9:8d Applecom_98:f0:6f 802.11 121 pata, SN=2398, FN=0, Flag: -

< m | t

@ Frame 19: 121 bytes on wire (968 bits), 121 bytes captured (968 bits)
@ Radiotap Header v0, Length 25
- IEEE 802.11 pata, Flags: .p....F.C
Type/Subtype: pata (0x20)
= Frame Control: Ox4208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
= Flags: 0x42
vess .10 = DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
<.... ...0 = To DS: Frame is not entering DS>
<.... ..1. = From DS: Frame is exiting DS>
«+es .0.. = More Fragments: This is the last fragment
«e.. 0... = Retry: Frame is not being retransmitted
«2.0 .... = PWR MGT: STA will stay up
AL = More Data: No data buffered
.1.. .... = Protected flag: Data is protected
0... .... = order flag: Not strictly ordered
pDuration: 44
Destination address: Applecom_98:f0:6f (00:17:f2:98:f0:6f)
BSS Id: Cisco-Li_e3:e9:8f (00:16:b6:e3:e9:8f)
Source address: Cisco-Li_e3:e9:8d (00:16:b6:e3:e9:8d)
Fragment number: 0
Sequence number: 2398
<Source or Destination address: Applecom_98:f0:6f (00:17:f2:98:f0:6f)>
<Source or Destination address: Cisco-Li_e3:e9:8d (00:16:b6:e3:e9:8d)>
® Frame check sequence: 0x2927d4a2 [correct]
® WEP parameters
@ Data (60 bytes)

0000 00 00 19 00 6f 08 00 00 00 00
0010 16 6c 9e 09 80 04 c9 a5 08 42} 17 £2
0020 98 fO 6f 00 16 b6 e3 e9 8d e0
0030 95 8e 25 7e 00 4d 25 6¢ 86 18
0040 bl 52 13 a5 fc 61 03 6b e3 Sb

anca_0s o1 07 82 23 ah 24 64 42 W7 A7 93 21 23 89£ A4
O' MAC Frame control (wlan.fc), 2 bytes . | Profile: Default

Figure3: Expanded view of the Frame Control fields and Flags

Different computers may use these flags differently depending on how they implement 802.11. For ex-
ample, some computers may make heavy use of power-save or encryption features while others may
not. Combined with the fact that there are dozens of different types of frames, this means that you will
see all sorts of wireless traffic in most traces. Explore a bit if you are curious!
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Step 3: 802.11 Physical Layer

Now that we have some familiarity with 802.11 Data frames, we will take a closer look at different parts
of the wireless system, starting with the physical layer. At the lowest layer, sending and receiving mes-
sages is all about the frequency band, modulation, the signal-to-noise ratio with which the signal is re-
ceived. We can look at all of these factors using information in the Radiotap header!

Answer the numbered questions in this step to explore the physical layer aspects, beginning with fre-
quency. The frequency or channel is the same for all frames in the trace, since the wireless network in-
terface is set to listen on a fixed frequency.

1. What is the channel frequency? To find the frequency, expand the Radiotap header of any frame
and look for the Channel frequency.

To look at the modulation we can observe the Data Rate value, and to look at the SNR we can observe
the SSI Signal value (combined with the SSI Noise value). The SSI Signal value is more commonly known
as the RSSI (Received Signal Strength Indication). These fields will vary with different frames. To see
them, first we must add new columns to the main display.

W) Wireshark: Preferences - Profile: Default =8 Ech ===
= User Interface Columns
Layout [The first list entry will be displayed as the leftmost column - Drag and drop entries to change column order]
Eant v Number  Number
Colois v Time Time (format as specified)
Capture ¥ Source Source address
Printing i Destination Destination address
Name Resolution v Protocol  Protocol
Shatistics 7| Length Packet length (bytes)
3 Protocols Wl RSSI IEEE 80211 RSSI
V! Rate 1EEE 80211 TX rate
v Info Information
Properties
L2 | | Fadiype:  [IEEE80211 TX rate [~]
Remove |
Help oK Apply | { Cancel

Figure 2: Adding columns for RSSI and Rate

Add two new display columns for the TX Rate (or Data Rate) and RSSI (or SSI Signal value) by going to the
Preferences panel (under the Edit menu) and selecting Columns (by expanding the User Interface block).
The columns in our figure are called Rate, with a field of type IEEE 802.11 TX Rate, and RSSI, with a field
type of IEEE 802.11 RSSI. You may reorder the columns so that these columns are to the left of Info for
visibility. When you return to the main display you will have Rate and RSSI information for each frame.
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|

=3 EoR

[ trace-80211 peap
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SR BEAXRRE AWedDT L QRAQAF @ DB % -

Filter: B Expression... Clear Apply
Numb = Time Source Destination Protocol Length RSSI Rate Info -
1 0.000 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dém 1.0 Beacon frame, i
2 0.102 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dem 1.0 Beacon frame, :
3 0.204 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dem 1.0 Beacon frame, :
4 0.307 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dem 1.0 Beacon frame, :
5 0.409 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dem 1.0 Beacon frame, :
6 0.512 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
7 0.614 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -51 dem 1.0 Beacon frame, :
8 0.716 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
9 0.819 <cCisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
10 0.921 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
11 1.024 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
12 1.126 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
13 1.228 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
14 1.331 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
15 1.433 cCisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dem 1.0 Beacon frame, :
16 1.510 Applecom_98:f0:6f Cisco-Li_e3:e9:8d 802.11 1539 -67 dém 54.0 Data, SN=3126,
17 1.510 Applecom_98:f0:6f 802.11 39 -55 dBm 24.0  Acknowledgemen
18 1.536 Cisco-Li_e3:e9:8f Broadcast 802.11 109 -52 dBm 1. Beacon frame, :
19 1.566 Cisco-Li_e3:e9:8d Applecom_98:f0:6f 802.11 121 -55 dBm 54.0 Data, SN=2398,
20 1.566 Cisco-Li_e3:e9:8f 802.11 39 -67 dBm 24.0  Acknowledgemen
21 1.566 Applecom_98:f0:6f Cisco-Li_e3:e9:8d 802.11 1539 -67 dBm 54.0 Data, SN=3127,
22 1.566 Applecom_98:f0:6f 802.11 39 -55 dBm 24.0 Acknowledgemen ~

4 m ¢

# Frame 1: 109 bytes on wire (872 bits), 109 bytes captured (872 bits)
# Radiotap Header vO, Length 25

# IEEE 802.11 Beacon frame, Flags: ........ C

# IEEE 802.11 wireless LAN management frame

0000
0010
0020
0030
0040
0050
0060

O File:

00 00

m

"Z:\book\tanenbaum\problems\labs\trace-80211.pcap” 1316 KB 00:0... | Packets: 3731 Displayed: 3731 Marked: ... | Profile: Default

Figure 3: Wireless trace showing Rate and RSSI for each frame

You should see a variety of rates. That is, unlike wired Ethernet for which frames are sent at a fixed rate
(after negotiation of the kind of Ethernet), wireless rates vary depending on the conditions and capabili-
ties of the computers.

2. What rates are used? Give an ordered list of rates from lowest to highest. Hint: you can click the
Rate column to sort by that value.

You should also see a variety of RSSI values, such as “-60 dBm”. RSSI is measured on a log scale in which
0 dBm means 1 milliWatt of power and each +10 means a factor of 10 larger and each -10 means a fac-
tor of 10 smaller. Thus -60 dBm means one million-th of 1 mW, or 10° Watts, a tiny amount of power!
The SNR is the signal level relative to the noise level, a roughly fixed value given in the Radiotap header
to be -90 dBm. These values add or subtract on the logarithmic scale. Thus a signal level of -60 dBm is 30
dB or a factor of 1000 larger than the noise level of -90 dBm. This means a frame with an RSSI of -60
dBm has an SNR of 30 dB. RSSIs may vary greatly, which means that some frames will have a much
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weaker or stronger signal than other frames. Variations of 40 dB are common, meaning that one frame
may be 10,000 times weaker or stronger than another frame received by the same network interface.
You should be gaining an appreciation for wireless technology!

3. What is the range of RSSI and hence variation in SNRs in the trace? Give this as the strongest and
weakest RSSI and the dB difference between them.

Turn-in: Hand in your answers to the above questions.

Step 4: 802.11 Link Layer

Under the Statistics menu, select Conversations and WLAN (for wireless LAN, i.e., 802.11). This will pull
up a window like that of the figure below which lists each pair of communicating computers. You can
sort this list by size by clicking on the Packets or Bytes column headings. This view will help us further
explore the trace, starting with a summary of the link layer activity.

ﬁ WLAN Conversations: trace-80211 . pcap E@
WLAN Conversations: 20
Address A { AddressB 4 Packets = Bytes ' Packets A~B Y Bytes A—B Y Packets A—B ! BytesA~B ¢ =
Cisco-Li_e®:e:8d  Apple_ac:6c26 1496 1029358 843 824 677 653 204 681
Cisco-Li_e®:e®:8f  Broadcast 458 490922 458 49922 0 0
Apple_acbc26 Broadcast 156 23528 156 23528 0 0
Cisco-Li_e®:e®:8d  AppleCom_98:f0:6f 45 27845 22 3029 23 24 816
IPvdmcast_00:00:fb Apple_ac6c:26 45 12 945 0 0 45 12 946
Apple_aciBeoi26 IPviimcast_00:00:00:fb 21 g 808 2 8808 0 0
Cisco-Li_e3:e®:8d  70:56:81:22:05:1d 18 3142 18 3142 a 0|%
Cisco-Li_e3:e2:Bf  Apple acbc:2b 18 1758 16 1592 2 167
AppleCom_98:f0:6f Broadcast 6 1582 6 1582 0 0
Apple_acibo2s IPvimcast_00:00:00:02 6 750 G 750 ] ]
AppleCorn_98:f0:6f IPwdrncast_00:00:fk 5 1373 5 1373 0 0
AppleCom_98:f0:6f IPvBmcast_00:00:00:fb 4 1110 4 1110 0 0
Apple_acBo26 IPvimcast_00:00:00:16 4 660 4 660 0 0
IPvdmcast_00:00:16 Apple_ac:bc:26 4 435 0 0 4 436
Apple_aciboi26 IPvbrmcast_ffiacboi26 2 266 2 266 0 ]
Apple_acBo26 IPvmcast_00:00:00:01 2 282 2 282 0 o Rt
.1 = _— l S L1} = = = - B 3
o)<

Figure 4: 802.11 conversations ordered by size

In our trace, and likely yours, most of the activity is in a relatively small fraction of the conversations.
The low activity conversations are due to background traffic from idle computers, and from a small
number of packets that are occasionally captured from adjacent wireless networks.

Answer the numbered questions in this step to explore the link layer aspects of 802.11:

1. What is the BSS ID used by the most active wireless conversations? A BSS ID value identifies an
AP, so this BSS ID identifies the most active AP, presumably the AP we are monitoring. To help
find it, you can sort on the source or destination address by clicking on the column heading.
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We can also look to see the amounts we have of different types of traffic. 802.11 frames are either Data,
Control, or Management frames. These frames are distinguished by the value in the Type subfield of the
Frame Control field. You can inspect different packets to see the values for different types of frames.

Filter to see only Data frames by entering the expression “wlan.fc.type==2"" into the Filter box
above the list of frames in the top panel. Clicking on the Type subfield tells us in the status display at bot-
tom that Wireshark knows this field by the name wlan.fc.type. Thus, the expression to filter for Data
frames with Type value 2 is “wlan . fc. type=="data frame”” or “wlan.fc.type==2". When
you enter this expression into your Filter box the display should resemble the figure below. After you
apply this filter, the status line at bottom will tell you how many of the trace packets are displayed. This
tells you how many Data frames there are in the trace. There may be several different kinds of Data
frames depending on the value of the Subtype sub-field, as indicated in the Info column. You can click on
this column heading to sort by frame type to see what kinds are prevalent.

2. How many Data frames are in the trace, and what is the most common subtype of Data frame?

# -

[ trace-80211.peap =N EoR =™

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help
SN ERXEE AePDT L QAQE @®M% »
Filter wilan.fc.type=="data frame" E] Expression... Clear Apply

Number Time Source Destination Protocol Length RSSI Rate Info -
3548 42.387 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 121 -49 dBm 36. Data, SN=1231

3550 42.388 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 592 -49 dem 36. Data, SN=1232
3558 42.400 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 121 -48 dBm 36. Data, SN=1234
3560 42.401 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 1115 -48 dBm 36. Data, SN=1235
3572 42.430 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 121 -48 dBm 36. Data, SN=1236
3580 42.504 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 121 -50 dBm 36. Data, SN=1237
3582 42.518 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 133 -49 dBm 36. Data, SN=1238
3584 42.522 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 817 -49 dem 36. Data, SN=1239
3586 42.529 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 131 -49 dBm 36. Data, SN=1240
3590 42.535 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 109 -49 dem 36.0 Data, SN=1241
3594 42.535 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 121 -49 dem 36.0 Data, SN=1242
3596 42.537 Apple_ac:6c:26 Cisco-Li_e3:e9:8d 802.11 917 -49 dBm 36.0 Data, SN=1243 ~

4 | m L3

coCOoOCCOCCOoO

@ Frame 3544: 804 bytes on wire (6432 bits), 804 bytes captured (6432 bits) ,
# Radiotap Header vO, Length 25
=l IEEE 802.11 pata, Flags: .p..... TC
Type/Subtype: pata (0x20)
-] Frame Control: 0x4108 (Normal)
version: 0
Subtype: 0
® Flags: Ox41
puration: 44 o8
- - . - .o =" s =i . AL [ T R RS T L T TN .T 5
0010 16 48 9e 09 80 04 cf a5 00 [if5 41 2c 00 00 16 b6 iMisiiviis A
0020 e3 e9 8f 10 9a dd ac 6c 26 00 16 b6 e3 €9 8d e0 ....... T 8sescaes -
0030 4c 5d 07 fe 00 25 96 61 <5 4d f9 b4 4f 5c 48 bc L]...%.a .M..O\H.

m

»

0040 1f ff 5d Of 7e bl 61 b6 4b 23 e5 1d d3 46 8f 41 ssJoraade, Kl Fil

0050 b2 f1 67 2f 6b f8 59 95 2d a9 12 45 c1 50 00 9a e oGk Yo = E.P.,

0060 92 95 cd 6a 38 f3 ff Oc 33 45 58 d3 44 14 a4 1b ...j8... 3EX.D...

0070 ec aa e3 5a e6 74 e7 56 92 d4 e7 f1 52 f2 14 16 ...Z.t.V ....R... i
© Frame type (wlan.fc.type), 1 byte | Packets: 3731 Displayed: 1783 Marked... | Profile: Default

Figure 5: Filtering the wireless trace for Data frames
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Perform the same exercise for Control (Type 1) and Management (Type 0) frames by changing the filter
expression to search for a different Type value. This will let you find out how many of these frames are in
the trace, and their most prevalent kinds.

3. How many Control frames are in the trace, and what is the most common subtype?
4. How many Management frames are in the trace, and what is the most common subtype?

As you look at these different types of frames, note their lengths. Data frames may be long, up to 1500
bytes, while Management frames are typically much shorter, and Control frames are very short. You
should conclude that most of the bytes in the trace are taken up in Data frames, even though there are
many other frames. This is reassuring, since the whole goal of 802.11 is to transfer data.

Inspect the IEEE 802.11 record of an Acknowledgement frame. We have looked at the format of Data
frames, so let us turn to Acknowledgement frames. You should see that it has few fields compared to a
Data frame, e.g., only one address, and that it is very short.

5. Listin the order they are sent the IEEE 802.11 fields in an Acknowledgement frame and their
lengths in bytes. Do not break down the Frame Control field into subfields, as we have already
looked at these details.

We will investigate Management frames in the next step. To conclude our look at the link layer, let us
consider reliability and features such as power management. We expect that wireless transmissions are
not highly reliable, like well-engineered wired transmissions, but the wireless error rate should not be
very large or much of the medium would be wasted — let’s see. We can estimate the retransmission rate
or by checking to see how many frames have their Retry bit set in the Frame Control field. This bit indi-
cates that a frame is a retransmission of an original.

Use filter expressions to find the number of data frames that are originals and retransmissions. For ex-
ample, “wlan. fc.type==2 && wlan.fc.retry==0" will find original Data frames.

6. Give an estimate of the retransmission rate as the number of retransmissions over the number of
original transmissions. Show your calculation.

Finally, we will look at power management. Increasingly, 802.11 client devices use power management
functionality to go to a low-power sleep mode when they are finished sending or receiving traffic. Cli-
ents that are going to sleep set the Power Management flag in the Frame Control field.

Use a filter expression to search for frames that indicate a client is going to sleep. You can find all frames
indicating sleep with the expression “wlan . fc._pwrmgt==1". You only want to consider power saving
behavior in frames going from a client to the AP, as frames coming from the AP will not indicate that a
client is going to sleep. These frames will have the “to DS” flag set (“wlan.fc.tods==1"). To search
for both conditions, you can combine filter expressions with “&&” or “and”.

7. What fraction of the frames sent to the AP signal that the client is powering down?
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As you browse the frames that use power management, you are likely to see some unusual types. For
instance, the “Null function” frame carries no data. Instead, it is sent by a client to signal sleep.

Turn-in: Hand in your answers to the above questions.

Step 5: 802.11 Management
As well as the Data and Acknowledgment frames, we will look at several types of Management frames
that are used to connect a computer to an AP so that it may send and receive messages.

Beacon Frames

Select a Beacon frame in your trace whose BSS ID is that of the main AP from Step 4. Beacon frames are
sent out periodically by an AP to advertise its existence and capabilities to nearby computers. The IEEE
802.11 record for this frame will be similar to the record for a Data frame that we reviewed above, with
different type and subtype codes to indicate that it is a Beacon frame. However, the payload of this
frame will differ: it is an IEEE 802.11 wireless LAN management frame record. You will see that after
some fixed parameters it has a series of tagged parameters that list the capabilities of the AP. These in-
clude the SSID name of the AP (a text string to go with the BSS ID), the data rates it supports, and the
channel on which it is operating.

Expand the payload of the Beacon frames to view its parameters and answer these questions:

1. What is the SSID of the main AP? This is one of the tagged parameters in the Beacon frame.

2. How often are Beacon frames sent for the main AP? You may find the Beacon interval given in
the Beacon frame itself, or change the Time display to be show the interval since the last frame.
(Under View, select Time Display Format, and “Seconds Since Previous Displayed Packet”.)

3. What data rates does the main AP support? The rates are listed under tagged parameters.

4. What rate is the Beacon frame transmission? The answer to this question will be found on the
Radiotap header, or more conveniently displayed in the column you added in an earlier step.

Association

Once a computer has learned of an AP via a Beacon or otherwise, it must associate with the AP and pos-
sibly authenticate itself before it can use the wireless network. You will see the computer send the Asso-
ciation Request to the AP until it is acknowledged. If association is successful then the AP will return an
Association Response, which the computer will acknowledge. After the usual IEEE 802.11 header fields,
the Association Request and Response carry information that describes the capabilities of the AP and
computer, such as what rates it supports. In this way, both endpoints can know the other’s abilities.

Find and examine an Association Request and Association Response frame to answer this question:

5. What are the Type and Subtype values of Association Request / Association Response frames?
You may also see Authentication Request and Authentication Response frames before the association.
This is legacy behavior; the type of authentication is usually “Open”, meaning that it provides no securi-

ty. Instead, the computer and AP share a pre-configured key with WEP, and for WPA2 (the modern
scheme) an 802.1X authentication dialogue happens after association using higher layer protocols.
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Probe Request/Response

Finally, we will look briefly at Probe frames. Instead of a computer waiting to learn about an AP from
Beacons, a computer may probe for specific APs. A Probe Request is sent by a computer to test whether
an AP with a specific SSID is nearby. If the sought after AP is nearby then it will reply with a Probe Re-
sponse. Like Beacon and Association frames, each of these frames has the usual header and carries a list

of parameters describing the capabilities of the computer and AP. It is common for computers to send

Probe Requests for wireless networks that they have previously used to speed up connection to a

known network, e.g., when a laptop has returned home for the day. Thus you may see a sequence of
probes for many different SSIDs. Only the SSIDs that are present will reply.

Find and examine a Probe Request and Probe Response frame to answer this question:

6. What are the Type and Subtype values for the Probe Request / Probe Response frames?

Turn-in: Hand in the answers to the above questions.

Congratulations, you now know a great deal about 802.11 in practice!

Explore on your own
We encourage you to explore 802.11 on your own once you have completed this lab. We have covered
the basics of many topics, each of which you can delve into more deeply. Some ideas:

Look to see how a given client uses different rates over time. This is called rate adaptation.

See which clients are using power management and if you can understand their sleep behavior.
See whether you can find clients that use the RTS/CTS mechanism.

Look for Probe Request sequences to see when computers send them and what you can learn.
Configure Wireshark with WEP/WPA2 keys to see witihin the 802.11 payload, starting with LLC.
Try all of the above with a trace taken from your own network.
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